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« 1970s

Arpanet IMP

almost everything in software
« hardware calculation of checksum
limited memory (64KB address space)

« connectionless routing

- to avoid keeping state
- everything needed for routing must be in the header

line speed 0.056 Mb/s
0.6 Mb/s (per pin) memory interface

The image shows one of the original Interface Message Processors, which were used for
routing packets in the Arpanet.




. 1980s ; : ; m—i;m:ﬁ _‘

Nine Tiles Superlink = -’-"' T wasa o

almost everything in software . En
« ASIC: few hundred gates

limited memory (64KB address space)

FKMB264AL-10

« connection-oriented routing o3 ki

- to reduce per-packet processing
- can connect by name or location

line speed 1.5 Mb/s
2 Mb/s memory interface

The image shows the interior of a Nine Tiles Superlink node which connected an RS422
interface into a Superlink ring network. (there was also an RS232 version, and plug-in
cards for various I/O bus standards). The chipset consists of a Z80 CPU, UV-EPROM,
sRAM, and an ASIC which performed a few simple functions such as converting the
data between serial and parallel, and writing incoming packets directly into the sSRAM.

Its connection-oriented routing allowed users to specify the destination of a flow in various
ways, including by name and by position in the ring. Two rings could be connected by
a figatewayo, and flows could then be routed
the other ring. Information in packet headers to identify the destination was local to
each ring or gateway.

Signalling was in-band, so when a connection was made to a gateway the protocol to
make the connection on the second ring was carried as ordinary data on the first ring.
Thus flows were source routed, reducing the amount of information each node needed
to keep. When addressing content on a file server, the names of the gateway(s), host,
and service simply looked like extra components in the file path.



- can do much more in logic -
— multiple Gb/s line speed €.
- few Gb/s memory interface

The upper image is of the circuitry in the platform on which Flexilink has been
implemented; it contains a Xilinx Spartan 6 SLX45T FPGA, serial flash, dRAM, and
physical layer interfaces. There is no hard-wired CPU, but the logic in the FPGA
includes a Asofto processor wdevekprogrammmg
language tailored to the needs of protocol processing. This CPU implements various
control functions but is not involved in the forwarding of Flexilink packets.

The lower image is an Avnet Microboard, with a Spartan 6 SLX9, on which the soft
processor was developed..
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« Computing systems are sequential

- with everything passing over the memory interface
. incoming data must be buffered until the CPU is ready to look at it
- and memory speeds haven't increased as much as other parameters

CPU prograr m?mow
: CPU \
memory

|

‘ data memory ‘

von Neumann architecture

Harvard architecture

CPU speeds have gone up by a factor of about a thousand, from a few MHz to a few
GHz, while line speeds have gone up by about a hundred thousand, e.g. from 9.6 kb/s
to 1 Gb/s at the edge or from 1 Mb/s to 100 Gb/s in the core. Thus inspecting every
packet by software is now less viable.

dRAM i s an analogue technology, and speeds ha
technologies; access times have gone down by a factor of about 10, though caches
and bigger column sizes have provided some mitigation.

dRAM sizes, however, have gone up by a factor of about a million, from a few Kb to a few
Gb. Thus it is possible to keep much more state now.



logic: a continuous process

code: a batch process video i
more complexity — align to framing
CPU takes more space l

more data — 1st stage transform

)

takes more time

locate data by time of

nd
memory arrival (sequential) 2"9 stage transform
processes run !
more complexity — takes more time independently entropy COdmg
more data — takes more space l
locate data by memory address (random access) transmit in packets
processes compete for CPU time and memory bandwidth l
network

Logic and software really are very different, with things that occupy time in one occupying
space in the other.

Programs operate on variables in memory; variables are updated one at a time. Logic
operates on signals; all the signals change whenever the clock ticks.

Languages for describing logic are much less well-developed than programming
languages; VHDL and Verilog are at a similar level to assembly-c od e, whi |l e fhi
synthesiso is restricted to describing fun

The example on the right-hand side shows logic that transmits a video signal on the
network. Each stage takes its input from the previous stage and they all run in parallel,
unaffected by anything going on elsewhere in the system, whereas in software the
different processes run one at a time, competing with each other and with other
processes for CPU time and memory bandwidth. Thus the CPU must be clocked at a
much higher rate than the pixel clock, and it needs to decode instructions in addition to
performing the calculations, so it can be expected to consume much more power than
in implementation in logic.




Example: wavelet transform

« 9 pixel values and 5 coefficients per pixel (for each component)
« cOp[n] + c1(p[n-1] + p[n+1]) + c2(p[n-2] + p[n+2]) + ... + c4(p[n-4] + p[n+4])
- in logic a 5-stage multiply-and-accumulate at pixel clock rate

« 5-clock pipeline: pixel values used by each block in turn

p[n]  p[n-2] p[n]  p[n-4] p[n]  p[n-6] p[n]  p[n-8]

NS N/ N/ N/
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Each of the pale blue squares is a register holding the result of a calculation; n is the
current pixel number, which is incremented at each clock. For example, the calculation
for pixel 10 needs the values for pixels 6 to 14. It begins when n=10, storing cOp10 in
the first register. In the next clock, when n=11, cOp10 + c1(p1l + p9) is stored in the
second register. Meanwhile, the first register is updated to hold cOp11 for the next
calculation, the third is set to cOp9 + c1(p10 + p8) + c2(p1l + p7), the fourth to cOp8 +
cl(p9 + p7) + c2(p10 + p6) + c3(pll + p5), and the fifth to the final result for pixel 7.

A naive calculation in software would read nine pixel values and five coefficients and
perform eight add operations and five multiply operations for each pixel. Even with
optimisations such as keeping pixel values in registers and using the multiply-and-
accumulate instructions that are available in some processors, and assuming the code
is in a cache rather than needing to be read from memory each time, this still requires
the CPU to cycle many times faster than the pixel clock.




CPU

A DvA 219 entury switch

We no longer have to do everything in software.




« Most packets don't go through the CPU's memory
. Entry in the routing table shows how to route each “flow”
. Control and management packets routed to the CPU

- also (in the case of IP) packets
for which no entry in the table CPU

- with SDN/OpenFlow, the 3 I —
CPU has to ask a data memory
controller what to do routing "

tabfe /DW WA\

wﬁ buffer memory %M
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. IPv4 flow is identified by 104 bits in 5 different fields
- makes the logic complex
- requires a table search or content-addressable memory
. Better to have a “label” that can be used directly as table address

- much smaller packet header, simpler processing
- used in ATM, also MPLS (but that carries the other headers to0)

/
routing
table DMA

e
w buffer memory P
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IP and UDP headers

. in memory: numbers are byte offset from start of buffer
- random access: can access fields in any order

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15 16 17 18 19|20 21 22 23 24 25 26 27|28 29 30

I length id frag l pcl | hcks srce addr dest addr sport dport | length | cksum

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15 16 17 18 19|20 21 22 23 24 25 26 27|28 29 30

. on interface to PHY: numbers are clocks from start of datagram
- sequential access: must buffer earlier fields if needed later

The byte numbers represent memory address offsets when the packet is stored in
memory. In that case, the fields can be accessed in any order.

They represent the time of arrival if the packet is being processed as it arrives from the
PHY chip (e.g. over the Ethernet Media-Independent Interface). Each byte must
either be processed as it arrives or stored until it is needed. Similarly, on
transmission if, say, the Il ogic is to calcu
10 and 11 until it has seen bytes 12 to 19, so a delay must be inserted into the path.
Similarly if it needs to calculate the IP datagram length from the UDP length.
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Flexilink IT packets: typical header

“¢" = 3-bit CRC \ ien I oo

0 1 2 3'"4 5 6 7 8 91011 12 13 14 15 16 ...

« Format is link-specific
- more flows — bigger routing table — bigger “label’ field
. Can do flow aggregation with an additional label (as in MPLS)

C label (¢ label

len

0 1 2 3'"4 5'6 7 8 910 11 12 13 14 15 16 17 18 ...

The format shown is used in the current implementation and allows for up to 8192 IT
flows on each link. In a system where more flows are required per link, a different

header format with a | arger @Al abelo field

which use of this different format could be negotiated.

An alternative is to push another | abel

value accordingly. Then the first | ab
routed together, and the second identifies an individual flow within the bundle.
When the Abundled flow is set up it i
path the label is popped and the packet routed according to the next label. This is
similar to MPLS Apusho and Apopo, exc
also similar to ATM VPI and VCI fields, except that there may be more than two
labels and they are not constrained to be the fixed size specified for an ATM cell
header. Indeed, switches through which the bundle passes see the other labels as

part of the payload (bytes 4 onwards in the diagram) so do not need to understand
the format of the other labels.

The label value on each link is chosen by the destination. If, say, its routing table only
supports 512 flows (with label values 0 to 511), it can simply avoid using labels 512
to 8191; it doesndét need to tell the
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Communication using Sockets with UDP/IP

1. socket(): get a “handle” value for the flow
2a: gethostbyname(): finds the IP address via DNS

2b: connect(handle, address & port): says where to send packets

- system does ARP to get MAC address
3: send(handle, data) to send each packet

- system adds MAC, IP, and UDP headers to each packet

- switches and middle-boxes read these headers to identify the flow
. forward packets according to the flow (guessing what service it needs)

. significant processing of headers (and storage of state) required for e.g. NAT

This demonstrates that when sending data

identify the remote application. The handle translates into multiple fields in the packet
headers, and switches then have to use this information (typically a total of 104 bits,
shown in cyan on slide 12) to identify the flow.
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Communication using Flexilink IT service

. 1: generate a 128-bit flow id: this is the control plane handle

. 2: send FindRoute control plane request
- reply includes data plane handle (same size as a routing table address)
. 3. send packets with data plane handle (label) in header

- switches use the label directly to identify the flow
. single-cycle lookup in table
. forward packets according to the table entry for the flow
. service required is signalled explicitly in FindRoute message
. only processing required is replacing label with value from table

15




packet header MAC + IP + UDP length, label

service level per class; guesswork per flow; negotiated

16




i

RTP UDP IP MAC

Steam age vs 215t century?
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Live streams, “real world” signals
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Time

« inIT (computing) . in AV (& other real-world signals)
- X must happen after Y - Xis needed at time t
- time per CPU instruction not - very precise word/pixel clocks
well-defined - QoE depends on every sample
- QoE depends on time to arriving at the right time
complete a process — 30ms delay mic-to-monitor impairs
- few seconds latency is performance
acceptable . ViLoR: feedback in analogue domain

« 2.5sinIBM study - 15ms motion-to-photon for VR

- 1ms specified for tactile feedback

In the early 1970s, researchers at IBM found that where a task required several steps,
each consisting of typing a command and waiting for the result, if the result took more
than about 2.5 seconds to appear the user would lose their place in the sequence and
have to think again what the nexihesywttrep shoul
always took at least 10 seconds to produce a result.

In a meeting to discuss sending audio and video over packet networks, the delegate from
a | arge cable operator said Aimedia networKks
understando. With audio, in particular, any
noticeable. The packets that carry audio are sent at very regular, predictable, intervals,
and the network needs to be able to use that information to give them the service they
require; this is not a facility that is provided by networks that are designed for IT
functions such as copying files or downloading web pages.

A performer hearing their own voice through headphones will notice a delay of about 10
milliseconds, and find it difficult to work with a delay of a few tens milliseconds,
probably because the brain interprets the delayed sound as someone trying to
interrupt. So if the sound goes over the network to a mixing desk and then back over
the network again to the performer, the delay should be less than 5 ms for each pass
across the network. Contrast that with the 100 ms delay specified for QoS class 0
(voice over IP, high interaction) in ITU-T Rec Y.1541.

The BBC6s Virtualisation of Local Radi o (VilLo
studios to central servers over an | P networ
back to them via the servers, instead mixing the microphone into the programme
locally.
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Packet networking as a best-effort service

N
H‘\

« Competition for outgoing link in switches

- can't predict offered traffic; requires queuing
- longer queue — longer delay before forwarding
- unbounded queue size + fixed memory size — packets can be dropped

. Good for unpredictable “IT traffic’ (e.g. web surfing, file transfer)
- using acknowledgement & retransmission as in TCP

« Not good for live continuous media where latency matters
- including some of the new services proposed for 5G

Traditionally, packet networking has been see
traffic may exceed the capacity. When it does, queues form, just as on the roads.

20



Three levels of determinacy

- also identified by IETF DetNet group

« Synchronous
— scheduled transmission on each link
- fixed latency, no dropped packets

« Asynchronous

1

- reserved capacity on each link

The IETF group studying Deterministic Networking has identified two ways in which the
kind of service that is required for live media can be provided. In each case, they say
that the service canb6t be guaranteed unl ess
packets are to follow before data transfer begins.

With the synchronous service, packets are transmitted according to a schedule, rather
|l i ke a train timetable. (For those who are
railways, | have used a picture of Swiss trains.) The end-to-end journey time is well-
defined; the main difference is that the pattern repeats every millisecond (in the case
of the current implementation of Flexilink) instead of every hour.

With the asynchronous service, there is simply a guarantee (for each link in the path) that
the packet will be able to be transmitted within a specified time. This is like having a
reserved lane on a highway and ensuring the amount of traffic entitled to use it does
not exceed capacity, without setting up a specific schedule.

21



Synchronous

' A: receive . .
switch A
A: transmit
t1(2)

scheduled transmission time t1(1) t1(1) + transit time on link ﬁZ) + transit time

B: receive

A 4

switch B ‘
B: transmit F F

t2(1) t2(2)

time ———

This is an illustration of a synchronous service; the blue rectangles represent one packet
in the flow, and the purple ones are the next packet.

22




Asynchronous

A: receive . . D
A: transmit . ................................ . . ................................ . D ................

B: receive . ................................ . . ................................ . D .............
B: transmit . . . D

earliest earliest latest

time ——

This illustrates a typical asynchronous case, where the guarantee is that a packet will be
able to be forwarded before the time for the next one in the flow to arrive. This was the
definition of the ATM CBR service.

The blue packet will not overtake the purple one, but its time of arrival at the destination
can vary by more than the interval between packets.

23



These pictures are of the Main Distribution Frame in BBC Broadcasting House in London
before the redevelopment in which it was replaced by an all-digital system (mainly
MADI for the radio studios, and IP for other traffic).

The cables carried analogue audio, digital audio, and other signals. Note that they are all
unshielded.

24



« Flexilink history
- BBC project to implement Radio 4 broadcast chain over ATM

- included developing RouteLive ATM switch

» switched circuits and PNNI implemented
. added features for broadcasters

« two of the four ATM services implemented

UBR (unspecified bit rate, the best-effort service) for data services

. e.g. device management, network management, Internet access
- CBR (constant bit rate, the asynchronous service) for live audio streams

. AES47 standard for carrying audio directly over ATM (no RTP/UDP/IP/AALS layers)
VBR (variable bit rate) would not have any advantage over CBR

« still needs a reservation for the peak cell rate

- ABR (available bit rate) would add significant complexity for little benefit

. option to use Ethernet physical layer (AES51 standard)

- use commodity Ethernet PHY's to carry byte stream; less delay in FIFOs than ATM PHYs

The ATM switch they had planned to use went out of production, so Nine Tiles was
commissioned to produce an affordable switch targeted at live audio.

One added feature was for the LEDs on a network connection to indicate whether it is
carrying an on-air signal.

Audio Engineering Society standard AES47 was also published as IEC 62365. It specifies
how audio samples are packed directly into ATM cells, including appropriate data
protection and timing information, and a CBR flow set up. This contrasts with the
traditional method using RTP, which has many more layers and does not provide
throughput or latency guarantees.

Other aspects of the system were standardised as IEC 62379, originally for audio over
ATM but extended to cover video as well as audio, and other packet networking
technologies as well as ATM.

ATM PHY chips all have cell FI FOs, and wonot

is in the FIFO. This introduces a longer delay than the small FIFOs used in Ethernet
PHYs to cross between clock domains.
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« Flexilink history (2)

- CBR service was implemented by schedules
« 4-cell circular buffer for each flow's incoming cells

. single queue per output for UBR cells

. each outgoing cell slot allocated to a specific CBR flow (or none)
. send a UBR cell if no CBR cell available

« CBR flow can be copied to (“taken” by) more than one output

- easier than shaping, policing, and multiple queues

. see next slide
- links not synchronised

« latency bounded but not fixed

- drifts as phase drifts
- not affected by other traffic

For the fAtraditi onal dandwid flav8riReddigherpriodtyeFor hi gher
example suppose the link can carry 40 cells in a millisecond and there is one flow with
10 cells/ms and five flows with 1 cell/ms. The 10 cell/ms flow needs to be able to
transmit within 4 cell times, so needs a higher priority in case cells arrive on all five of
the other flows at the same time. Add more flows at different rates and it becomes
apparent that multiple queues are needed.

More complexity is added by the requirement f
forwarded at roughly even intervals, and Apoc
send more cells than it has reserved capacity for.

The CBR service was implemented as a schedule; this avoided all the above issues.
However, the links were not synchronised so the latency was still variable. The picture
shows the same scene as the fisynchronouso ¢cCé
two railway lines use different clocks: there is an additional (and indeterminate, though
never longer than the interval between trains) wait for the train for the onward journey.
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Retrofitting timeliness to IT standards

Time synchronization:
Timing and Synchronization (802.1AS)
Includes a profile of IEEE 1588

Bounded low latency and jitter:

Credit Based Shaper (802.1Qav)

Frame preemption (802.3br & 802.1Qbu)
Time-Aware Shaper (802.1Qbv)

Cyclic Queuing and Forwarding (802.1Qch)
Asynchronous Traffic Shaping (P802.1Qcr)

~ N

TSN Components
Common Standards

\

Synchronization

Reliability

Zero congeston ™ .~
&=

\ /
Latency & Jitter
Resource Mgmt

Failover:

Frame Replication and Elimination (P802.1CB)
Path Control and Reservation (802.1Qca)
Per-Stream Filtering and Policing (802.1Qci)
Reliability for time sync (P802.1AS-Rev)

Dedicated resources & API

Stream Reservation Protocol (802.1Qat)
TSN configuration (P802.1Qcc)

YANG (P802.1Qcp)

Link-local Registration Protocol (P802.1CS)

This diagram (figure 1 from the current Work Item 8 draft) shows the complexity of adding
determinism to packet network standards that were not designed for it.
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« Flexilink history (3)
- AES51 standard for ATM cells in Ethernet packets

- negotiate to send a continuous stream of Ethernet frames

« each containing a fixed number of cell slots

« VPl reduced from 12 bits to 4 so cell header is 4 bytes

. repeating pattern of slot allocations to CBR flows

« each slot contains a whole CBR cell or a whole UBR cell or an idle cell

Interpacket gap and prea{wble AES51 header

/ N\ AN /

Ethernet FCS Ethernet MAC header cell headers

AES51 specifies how to send ATM cells over Ethernet links. (Why did the ATM Forum
never produce such a standard? Good questior
frameso at Cornel | University but it was t o¢

The diagram shows some detail of the AES51 format. The Ethertype value is 0x88DD
indicating an AES standard and the first six bytes of MAC client data are the AES51
header: the first byte is 02 which identifies it as AES51, the next byte is the AES51
packet type, which is 00 to indicate a packet containing ATM cells, and the other four
contain timing information. The remainder of the MAC client data consists of ATM
cells.

The Frame Check Sequence is only used as a check on the integrity of the link; cells are
routed as they arrive, without waiting to check the FCS. This reduces latency; also
note that cell headers include a CRC, as do AAL5 PDUs and audio samples in AES47.

When the link comes up, negotiation packets (which have packet types 0x80 to 0x82) are
exchanged, after which the link partners switch to sending packets containing cells.
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« Flexilink history (4)

- evolved to avoid fixed cell size
« can use a more sophisticated format with today’s electronics
. position CBR / AV packets where required (“foreground layer”)

« UBR/IT packets use remaining bytes (“background layer”)
- IT packets can be longer than a slot

IT I AV packet payload IT packet payload I idle -

IT packet header / \ slot start / AV packet header
UBR/IT packets
_—"  (intermittent) .
— PHY » MAC logic MAC logic » PHY —
——, CBRJ/AV packets __—

(as scheduled)

Flexilink is an evolution from AES51 which does not require the fixed cell size that ATM
uses. When ATM was defined in 1989 the fixed cell size made many aspects of the
forwarding process easier to implement, but now we can do more in logic so Flexilink
uses a small increment in the complexity of the format on the cable to bring big
benefits in usability.

In Flexilink, the services are referred to as AV (audiovisual) and IT rather than CBR and

UBR.
The diagram shows some detail of the format used in the current implementation. Every
64"byte is a fislot starto (shown in yellow, f
length of the AV packet (shown in green) in each slot. The second complete slot
shown containsa63-byt e packet, the third doesndt <con

packets shorter than 63 bytes.

The rest of the bytes that are transmitted carry IT packets, shown with the header (4
bytes, format in an earlier slide) in orang:e
(which candét be the first byte of an I T pacl
transmitted; they are shown in white. In the diagram, another packet arrives in time to
send one byte before a slot start; the second byte is sent after the AV packet.

On the receiving side, the MAC logic sends the whole stream to the AV routing buffer, and
the IT packets and idle bytes to the IT routing process. On the transmitting side it
takes AV packets from the AV routing buffer according to the schedule, and takes
bytes from the IT routing process to fill the remaining space. More detail in later slides.
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« Flexilink history (5)

- synchronous service for AV (frames phase-locked on all links)

. don't need labels

- recipient can identify flow from time of arrival (or, equivalently, position in frame)
. originally intended to have variable-sized transmission slots

- support single audio sample or large packet of video data

« but ...

- can't be smaller than word-length of packet buffer
- difficult to route if many different slot sizes
. can't place large slots if space is fragmented by small slots
- recipient needs to be told where slots begin
« hence slots are fixed-size
- “slot start” every 64" byte
- packets are still variable-length
« unused space is available for IT packets

A very simple process to phase-lock the frame structure on all links has been found to be
effective. This allows AV packets to be routed without examining their contents at all.

It is interesting that slots with a fixed size, about the same size as an ATM cell, have been

found to be the best way to carry the time-critical traffic. Clearly that was something
ATM got right.
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Flexilink AV packets

1 byte 0 to 63 bytes

p f length data

p = parity; f = flag which can be used to show end-of-message

. Format is global

- no label because flow is identified by time of arrival

- no change to packet header when forwarded
. may be useful for forwarding in the optical domain

The flag f is intended to be used as a fAdnot
fragmented to fit in 63-byte slots, in a similar way to AAL5 in ATM. The only
assumption the network makes is that it should be set to 1 (and the length to zero) in
an unused slot.

Unlike IT packets, there is no processing of the header when a packet is forwarded; the
format should therefore ideally be the same throughout the network.

Routing of AV packets in all-optical networks is expected to be made easier by avoiding
the need for any part of the packet to be read or modified.
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This shows the encapsulation in Ethernet; 0x88DD is the Ethertype value for AES
standards, and 02 in the following byte identifies it as AES51. The next byte is the
AESS51 packet type, and 0x26 identifies it as a Flexilink IT packet.

The IT packet simply contains one of more AV packets; there is a de-jitter buffer for each
AV flow, and the buffer to which each AV packet shall be written is identified when the
IT flow is set up. The process that copies the AV packets out of the de-jitter buffers has
the same status within the switch as a physical link; to avoid adding complexity to
Flexilink switches it could be implemented (along with the de-jitter buffers) as a
middlebox.
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